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<DATE> 
 
 
[First_Name] [Last_Name] 
[Address_Line_1] 
[Address_Line_2] 
[City], [State] [Zip] 
[Date] 
 
Dear [First_Name] [Last_Name], 
 
We are writing to tell you about a data security incident that may have exposed some of your personal and 
protected health information. We take the protection and proper use of your information very seriously. For 
this reason, we are contacting you directly to explain the circumstances of the incident. 
 
What happened? 
 
On or around September 23, 2018, our company experienced a ransomware incident—a malicious software 
that attacked and locked up our servers and workstations. We hired a forensics expert to investigate the issue. 
Based on this investigation, we did not identify any evidence showing that the data was extracted.   
 
Our company performs services for health-related business clients, including your health plan provider, 
Blue Cross Blue Shield of Michigan. On November 8, 2018, we notified our client that we identified data in 
our systems that included demographic information, health plan contract numbers and some medical 
information. Some data also included Social Security numbers. We are alerting you because your data may 
have been affected. 

What we are doing. 

Although we do not believe that the information was extracted from our system, in an abundance of caution 
we are taking steps to guard against identity theft or fraud. Please review the enclosed information about 
Identity Theft Protection. We have arranged for affected individuals to have AllClear ID protect their identity 
for 12 months at no cost. However, due to Blue Cross Blue Shield of Michigan’s policy, special arrangements 
have been made to offer you the same protection for 24 months. The following identity protection services 
start on the date of this notice and can be used at any time during the next 24 months. 
 

• AllClear Identity Repair: This service is automatically available to you with no enrollment required.  If 
a problem arises, simply call 1-855-434-8072 and a dedicated investigator will help recover financial 
losses and restore your credit.  

 
• AllClear Fraud Alerts with Credit Monitoring: This service offers the ability to set, renew, and remove 

90-day fraud alerts on your credit file to help protect you from credit fraud. In addition, it provides 
credit monitoring services, a once annual credit score and credit report, and a $1 million identity theft 
insurance policy. To enroll in this service, you will need to provide your personal information to AllClear 
ID. You may sign up online at enroll.allclearid.com or by phone by calling 1-855-434-8072 using the 
following redemption code: {RedemptionCode}. 

 
We also want to note that following your enrollment, additional steps are required by you in order to activate 
your AllClear phone alerts and fraud alerts, and to pull your credit score and credit file. Additional steps may 
also be required in order to activate your monitoring options. 
 
We take the protection of your personal information seriously and are taking steps to prevent a similar 
occurrence. We have migrated to a different computer system that has added protections and are training our 
workforce in safeguards. 
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If you have further questions about identify protection services, please contact AllClear at 1-855-434-8072.  
We sincerely apologize to you and Blue Cross Blue Shield of Michigan for concern caused by this incident. 
 
Sincerely, 
 
[WOLVERINE SIGNATURE GRAPHIC – Inserted by AllClear ID] 
 
 
Robert Tokar 
CEO, Wolverine Solutions Group 
 
Enclosures:  Information about Identity Theft Protection 
  Multi-language Interpretive Service Notice  
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Information about Identity Theft Protection 
 
We recommend that you regularly review statements from your accounts and periodically obtain your credit report 
from one or more of the national credit reporting companies.  You may obtain a free copy of your credit report online 
at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request 
Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, 
GA, 30348-5281.  You may also purchase a copy of your credit report by contacting one or more of the three nationwide 
consumer reporting agencies listed below. 
 

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com 
Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com 
TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com 
 

When you receive your credit reports, review them carefully.  Look for accounts or creditor inquiries that you did not 
initiate or do not recognize.  Look for information, such as home address and Social Security number, that is not 
accurate.  If you see anything you do not understand, call the consumer reporting agency at the telephone number on 
the report. 
 
We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly 
report any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities, including 
local law enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC”).  You may contact 
the FTC or your state’s regulatory authority to obtain additional information about avoiding identity theft. 
 

Federal Trade Commission, Consumer Response Center 
600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 
 
For Iowa Residents: You may contact law enforcement or the Iowa Attorney General’s Office to report suspected 
incidents of identity theft. This office can be reached at: 
 

Office of the Attorney General of Iowa  
Hoover State Office Building,1305 E. Walnut Street, Des Moines, IA 50319, (515) 281-5164  
www.iowaattorneygeneral.gov 
 

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from 
the Maryland Office of the Attorney General: 
 

Maryland Office of the Attorney General, Consumer Protection Division 
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us  

 
For residents of Massachusetts: You also have the right to obtain a police report. 
 
For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft 
from the North Carolina Attorney General’s Office: 
 

North Carolina Attorney General’s Office, Consumer Protection Division 
9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov  

 
For Oregon Residents:  You may report suspected identity theft to the Oregon Attorney General at: 
  
 Oregon Department of Justice  
 1162 Court Street NE, Salem, OR 97301-4096, (877) 877-9392 (toll-free in Oregon), (503) 378-4400 
 http://www.doj.state.or.us 
 

  

http://www.iowaattorneygeneral.gov/
http://www.oag.state.md.us/
http://www.ncdoj.gov/
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For Rhode Island Residents: You have the right to obtain a police report and request a security freeze as 
described below. You also may obtain information about preventing and avoiding identity theft from the Rhode 
Island Office of the Attorney General at: 
 
 Rhode Island Office of the Attorney General, Consumer Protection Unit 
 150 South Main Street, Providence, RI 02903, (401)-274-4400  
  http://www.riag.ri.gov 

 
The next 2 paragraphs are regarding incidents involving personal health information.  Disregard if not 
applicable to your situation. 
 
We recommend that you regularly review the explanation of benefits statement that you receive from your insurer.  If 
you see any service that you believe you did not receive, please contact your insurer at the number on the statement.  
If you do not receive regular explanation of benefits statements, contact your provider and request them to send such 
statements following the provision of services in your name or number. 
 
You may want to order copies of your credit reports and check for any medical bills that you do not recognize.  If you 
find anything suspicious, call the consumer reporting agency at the phone number on the report. Keep a copy of this 
notice for your records in case of future problems with your medical records. You may also want to request a copy of 
your medical records from your provider, to serve as a baseline.  If you are a California resident, we suggest that you 
visit the web site of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about 
your medical privacy. 
 
Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors on 
notice that you may be a victim of fraud: an initial alert and an extended alert.  You may ask that an initial fraud alert 
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft.  An initial 
fraud alert stays on your credit report for at least one year.  You may have an extended alert placed on your credit 
report if you have already been a victim of identity theft with the appropriate documentary proof.  An extended fraud 
alert stays on your credit report for seven years.  You can place a fraud alert on your credit report by calling the toll-
free fraud number of any of the three nationwide consumer reporting agencies listed below. 
 

Equifax:  1-888-766-0008, www.equifax.com   
Experian:  1-888-397-3742, www.experian.com 
TransUnion: 1-800-680-7289, fraud.transunion.com  

 
Security Freezes: You may wish to place a “security freeze” (also known as a “credit freeze”) on your credit file. A 
security freeze is designed to prevent potential creditors from accessing your credit file at the consumer reporting 
agencies without your consent. Unlike a fraud alert, you must place a security freeze on your credit file at each 
consumer reporting agency individually. For more information on security freezes, you may contact the three 
nationwide consumer reporting agencies or the FTC as described above.  
 
The consumer reporting agencies may require proper identification prior to honoring your request.  For example, you 
may be asked to provide: 

• Your full name with middle initial and generation (such as Jr., Sr., II, III) 
• Your Social Security number 
• Your date of birth 
• Addresses where you have lived over the past five years 
• A legible copy of a government-issued identification card (such as a state driver’s license or military ID card)  
• Proof of your current residential address (such as a current utility bill or account statement) 

 
For New Mexico Residents.  You have rights under the federal Fair Credit Reporting Act (“FCRA”). These include, 
among others, the right to know what is in your file; to dispute incomplete or inaccurate information; and to have 
consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable information. For more 
information about the FCRA, please visit https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf 
or www.ftc.gov. 

http://www.riag.ri.gov/
http://www.equifax.com/
http://www.experian.com/
http://www.fraud.transunion.com/
http://www.ftc.gov/
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We speak your language 
If you, or someone you’re helping, needs assistance, you have the 
right to get help and information in your language at no cost. To 
talk to an interpreter, call the Customer Service number on the 
back of your card, or 877-469-2583, TTY: 711 if you are not 
already a member. 
Si usted, o alguien a quien usted está ayudando, necesita 
asistencia, tiene derecho a obtener ayuda e información en su 
idioma sin costo alguno. Para hablar con un intérprete, llame al 
número telefónico de Servicio al cliente, que aparece en la parte 
trasera de su tarjeta, o 877-469-2583, TTY: 711 si usted todavía no 
es un miembro. 

 على الحصول في الحق فلدیك ،لمساعدة بحاجة تساعده آخر شخص أو أنت كنت إذا
 برقم اتصل مترجم إلى للتحدث. تكلفة أیة دون بلغتك الضروریة والمعلومات المساعدة

 2583-469-877 برقم أو ،بطاقتك ظھر على الموجود ءالعملا خدمة
TTY:711 ،بالفعل مشتركا تكن لم إذا. 

如果您，或是您正在協助的對象，需要協助，您有權利免費以

您的母語得到幫助和訊息。要洽詢一位翻譯員，請撥在您的卡

背面的客戶服務電話；如果您還不是會員，請撥電話 877-469-
2583, TTY: 711。 

ܚܬܘܢܿ ܐܢܸ ܢ ،ܐܼܿ ܕ ܝܼܿ ܪܨܘܿܦܵܐ ܚܼܿ ܝܘܼܪܘܼܬܘܢܿ ܦܼܿ ܪܬܵܐ ܝܬܘܢܿ ܣܢܝܼܩܝܼ  ، ܕܗܼܿ ܝܼܿ ܚܬܘܢܿ ،ܗܼܿ  ܐܼܿ
ܩܘܼܬܵܐ ܐܝܼܬܠܵܘܟ݂ܘܢܿ ܒܠܝܼܬܘܢܿ ܗܼܿ ܪܬܵܐ ܕܩܼܿ ܝܼܿ ܘܕܥܵܢܘܼܬܵܐ ܗܼܿ  ܕܵ�  ܒܠܸܫܵܢܵܘܟ݂ܘܢܿ ܘܡܼܿ

ܡܙܼܿܡܬܵܐ .ܛܝܼܡܵܐ ܡ ܠܗܼܿ ܕ ܥܼܿ ܪܓܡܵܢܵܐ ܚܼܿ ܠ ܩܪܘܢܿ ،ܡܬܼܿ  ܕܐܝܼܢܵܐ ܡܸܢܝܵܢܵܐ ܬܹܠܝܼܦܘܢܿ ܥܼܿ
ܠ ܢ ܕܦܸܬܩܘܿܟ݂ܘܢܼ ܚܵܨܵܐ ܥܼܿ  ܠܝܼܬܘܢܼ ܗܵܵ�  ܐܢܸ TTY:711 2583-469-877 ܝܼܿ

ܕܵܡ  .ܹ◌ܐ̈ܗܼܿ
Nếu quý vị, hay người mà quý vị đang giúp đỡ, cần trợ giúp, quý vị 
sẽ có quyền được giúp và có thêm thông tin bằng ngôn ngữ của 
mình miễn phí. Để nói chuyện với một thông dịch viên, xin gọi số 
Dịch vụ Khách hàng ở mặt sau thẻ của quý vị, hoặc 877-469-2583, 
TTY: 711 nếu quý vị chưa phải là một thành viên. 
Nëse ju, ose dikush që po ndihmoni, ka nevojë për asistencë, keni 
të drejtë të merrni ndihmë dhe informacion falas në gjuhën tuaj. 
Për të folur me një përkthyes, telefononi numrin e Shërbimit të 
Klientit në anën e pasme të kartës tuaj, ose 877-469-2583,  
TTY: 711 nëse nuk jeni ende një anëtar. 
만약 귀하 또는 귀하가 돕고 있는 사람이 지원이 필요하다면, 
귀하는 도움과 정보를 귀하의 언어로 비용 부담 없이 얻을 수 
있는 권리가 있습니다. 통역사와 대화하려면 귀하의 카드 
뒷면에 있는 고객 서비스 번호로 전화하거나, 이미 회원이 
아닌 경우 877-469-2583, TTY: 711로 전화하십시오. 
যিদ আপনার, বা আপিন সাহায� করেছন এমন কােরা, সাহায� 
�েয়াজন হয়, তাহেল আপনার ভাষায় িবনামূেল� সাহায� ও তথ� 
পাওয়ার অিধকার আপনার রেয়েছ। েকােনা একজন েদাভাষীর 
সােথ কথা বলেত, আপনার কােড�র েপছেন েদওয়া �াহক সহায়তা 
ন�ের কল ক�ন বা 877-469-2583, TTY: 711 যিদ ইেতামেধ� 
আপিন সদস� না হেয় থােকন। 
Jeśli Ty lub osoba, której pomagasz, potrzebujecie pomocy, masz 
prawo do uzyskania bezpłatnej informacji i pomocy we własnym 
języku. Aby porozmawiać z tłumaczem, zadzwoń pod numer działu 
obsługi klienta, wskazanym na odwrocie Twojej karty lub pod 
numer 877-469-2583, TTY: 711, jeżeli jeszcze nie masz 
członkostwa. 
Falls Sie oder jemand, dem Sie helfen, Unterstützung benötigt, 
haben Sie das Recht, kostenlose Hilfe und Informationen in Ihrer 
Sprache zu erhalten. Um mit einem Dolmetscher zu sprechen, 
rufen Sie bitte die Nummer des Kundendienstes auf der Rückseite 

Ihrer Karte an oder 877-469-2583, TTY: 711, wenn Sie noch kein 
Mitglied sind. 
Se tu o qualcuno che stai aiutando avete bisogno di assistenza, hai 
il diritto di ottenere aiuto e informazioni nella tua lingua 
gratuitamente. Per parlare con un interprete, rivolgiti al Servizio 
Assistenza al numero indicato sul retro della tua scheda o chiama 
il 877-469-2583, TTY: 711 se non sei ancora membro. 
ご本人様、またはお客様の身の回りの方で支援を必要とされ

る方でご質問がございましたら、ご希望の言語でサポートを

受けたり、情報を入手したりすることができます。料金はか

かりません。通訳とお話される場合はお持ちのカードの裏面

に記載されたカスタマーサービスの電話番号 (メンバーでな

い方は877-469-2583, TTY: 711) までお電話ください。 
Если вам или лицу, которому вы помогаете, нужна помощь, то 
вы имеете право на бесплатное получение помощи и 
информации на вашем языке. Для разговора с переводчиком 
позвоните по номеру телефона отдела обслуживания клиентов, 
указанному на обратной стороне вашей карты, или по номеру 
877-469-2583, TTY: 711, если у вас нет членства. 
Ukoliko Vama ili nekome kome Vi pomažete treba pomoć, imate 
pravo da besplatno dobijete pomoć i informacije na svom jeziku. 
Da biste razgovarali sa prevodiocem, pozovite broj korisničke 
službe sa zadnje strane kartice ili 877-469-2583, TTY: 711 ako već 
niste član. 
Kung ikaw, o ang iyong tinutulungan, ay nangangailangan ng 
tulong, may karapatan ka na makakuha ng tulong at impormasyon 
sa iyong wika ng walang gastos. Upang makausap ang isang 
tagasalin, tumawag sa numero ng Customer Service sa likod ng 
iyong tarheta, o 877-469-2583, TTY: 711 kung ikaw ay hindi pa 
isang miyembro. 

Important disclosure  
Blue Cross Blue Shield of Michigan and Blue Care Network comply 
with Federal civil rights laws and do not discriminate on the basis 
of race, color, national origin, age, disability, or sex. Blue Cross 
Blue Shield of Michigan and Blue Care Network provide free 
auxiliary aids and services to people with disabilities to 
communicate effectively with us, such as qualified sign language 
interpreters and information in other formats.  If you need these 
services, call the Customer Service number on the back of your 
card, or 877-469-2583, TTY: 711 if you are not already a member. 
If you believe that Blue Cross Blue Shield of Michigan or Blue Care 
Network has failed to provide services or discriminated in another 
way on the basis of race, color, national origin, age, disability, or 
sex, you can file a grievance in person, by mail, fax, or email with: 
Office of Civil Rights Coordinator, 600 E. Lafayette Blvd., MC 1302, 
Detroit, MI 48226, phone: 888-605-6461, TTY: 711,  
fax: 866-559-0578, email: CivilRights@bcbsm.com. If you need 
help filing a grievance, the Office of Civil Rights Coordinator is 
available to help you. 
You can also file a civil rights complaint with the U.S. Department 
of Health & Human Services Office for Civil Rights electronically 
through the Office for Civil Rights Complaint Portal available at 
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail, phone, 
or email at: U.S. Department of Health & Human Services,  
200 Independence Ave, S.W., Washington, D.C. 20201,  
phone: 800-368-1019, TTD: 800-537-7697,  
email: OCRComplaint@hhs.gov. Complaint forms are  
available at http://www.hhs.gov/ocr/office/file/index.html.
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